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The aims and learning outcomes

Aim

The aim of this module is to support students, researchers, and research ethics reviewers in
learning about and reflecting upon the ethics issues associated with the development and use
of Al technologies in healthcare.

Learning outcomes
At the end of this module, learners will be able to:

1. Explain the relevance of informed consent, transparency and explainability for Al in
healthcare.

2. Describe the data-related ethics issues for Al in healthcare.

3. Reflect upon broader ethics issues (like social values and the environmental impact)
related to Al in healthcare.

4. Access relevant guidelines and regulations for the use of Al in healthcare (e.g., the
European Commission Guidelines for Al Research)

Infroduction

Al, or artificial intelligence, refers to the development of computer systems that can perform
tasks that typically require human intelligence. These tasks include learning, reasoning,
problem-solving, perception, language understanding, and speech recognition. Within
healthcare domains, Al is increasingly used in efforts to improve various aspects of care and
medical practices, e.g., diagnostics or remote consultations. However, in addition to bringing
great potential for improvements to healthcare domains, the use of Al technologies also
necessitates an awareness of the ethical challenges that may arise and finding ways to
address these.

How confident do you feel about navigating ethics issues related to the use of Al technologies
in healthcare domains? Do you feel confident that you could identify and deal with most
issues, or some issues? Or is this a whole new field for you?

Regardless of how much you already know, navigating the ethical landscape of Al in
healthcare through this module will help you to deepen your understanding of how Al
innovation may be fostered whilst also safeguarding patient rights and societal wellbeing.



Informed consent, fransparency and explainability

Al systems have the potential to significantly impact medical decision-making processes,
bringing about changes in the traditional patient-doctor relationship. With the integration of
Al in healthcare, it is important to educate patients about how Al systems are used in their
care. This includes providing information about the purpose, benefits, and limitations of Al
technologies in medical decision-making. Patients should have a clear understanding of how
Al-generated recommendations are integrated into their care, including any potential risks or
uncertainties associated with the technology. This empowers patients to make informed
choices and actively engage in shared decision-making processes with their healthcare
providers.

Obtaining informed consent! becomes particularly relevant in scenarios where Al systems
play a significant role in diagnosing conditions, suggesting treatments, or guiding clinical
decisions. Many Al systems, such as deep learning algorithms, operate as ‘black boxes’,
making it challenging to understand how they arrive at their decisions. Transparent Al systems
can help avoid the perception of black box decision-making, build trust and foster

! Informed consent

In the context of a patient agreeing to a procedure or intervention, the patient should be provided with clear
and understandable information about the procedure or intervention including the risks and benefits entailed.
Understandable information is one of the key ingredients for informed consent.



accountability, thus enabling healthcare professionals to understand and clearly
communicate the reasoning behind Al-generated recommendations.

To ensure transparency, it is essential to provide clear and accessible information about the
purpose and goals of the Al system to both healthcare professionals and patients. This
includes communicating its intended use, whether it is assisting in diagnosis, treatment
recommendations, or other healthcare tasks. By being transparent about the purpose of the
Al system, stakeholders can better understand its intended benefits and limitations.

Al technologies should be designed in a way that ensures they are explainable,
understandable, and intelligible to various stakeholders, including developers, medical
professionals, patients, and regulators. Intelligibility refers to the ability to comprehend and
interpret the functioning, reasoning, and outcomes of Al systems. Such understanding is
crucial for fostering trust, enabling effective collaboration, and ensuring the responsible and
ethical deployment of Al technologies in healthcare. It may involve using interpretable
machine learning models, providing visualisations or summaries of Al decisions, or employing
techniques that can generate understandable explanations for the outputs generated by Al
systems. Additionally, clear documentation and guidelines can aid the understanding and
effective utilisation of Al technologies by different stakeholders.




Informed consent, transparency and explainability quiz

Take a look at the following questions to test your understanding of informed consent,
transparency and explainability regarding the use of Al technologies in healthcare. When you
have finished, you can check the answers on page 20.

1. Which of the following best defines informed consent in the context of using Al
technologies in healthcare?

A) The patient's agreement to undergo surgery assisted by Al tools.

B) A process where individuals are provided with relevant information about Al technologies
in healthcare, understand the implications, and voluntarily agree to their use.

C) The healthcare provider's decision to implement Al technologies without consulting the
patient.

D) The patient's passive acceptance of any technological advancements introduced by the
healthcare system.

2. Inthe context of Al technologies in healthcare, what does transparency refer to?
A) The ability of Al systems to operate without human intervention.

B) Clear communication and understanding of how Al algorithms make decisions and
predictions in healthcare.

C) The use of invisible algorithms to enhance patient outcomes.

D) The extent to which healthcare professionals keep information about Al technologies
hidden from patients.

3. In the context of Al technologies in healthcare, what does explainability primarily
address?

A) The complexity of coding Al algorithms.
B) The ability of Al systems to provide medical explanations to patients.

C) The interpretability and understanding of Al decision-making processes by healthcare
professionals and patients.

D) The extent to which Al technologies can replace traditional diagnostic methods.



Informed consent processes can be challenging when Al technologies are involved. Bearing
the important concepts of transparency and explainability in mind when designing consent
documents and processes will help to centralise patients’ and/or participants’ needs and
ensure a fair process.

Data-related ethics issues for Al in healthcare
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With the integration of Al technologies into healthcare, shaping diagnostic tools, treatment
plans, and patient care, critical questions emerge about data-related ethics issues. Here are

some examples:



Bias — The potential for bias in Al systems has rightly gained
significant attention and concern. Al systems are only as good as the
data they are trained on, and if the data contains biases, the Al will
inherit and potentially amplify these biases. For example, models
trained using electronic health records are more likely to have incomplete data from people
from minoritised ethnic groups and people of lower socio-economic status. Hence, the
resultant Al systems may not fully represent their characteristics or needs.

Bias can also enter Al algorithms through decisions made by their creators. For instance, in
the case of the VBAC algorithm built to predict a woman’s chances of a successful vaginal

delivery after a previous caesarean section, calculations were based on information about
age, reason for the caesarean, length of time since then, and ethnic/racial information.
However, the results from this algorithm influenced doctors to perform more caesareans on
Black/African American and Hispanic/Latina women than on non-Hispanic White women.
Adjustments were eventually made to the algorithm after several years, and racial
information is no longer included in the calculations performed in the updated VBAC
algorithm.

Cybersecurity (including data security) - Cybersecurity and data
security are critical considerations when implementing Al systems
in healthcare, as these technologies often require access to
sensitive patient data. The need for robust cybersecurity measures
arises from the potential risks associated with unauthorised access,
data breaches, or misuse of patient information. Healthcare organisations are prime targets
for cyberattacks due to the wealth of valuable data they possess. Data breaches can lead to
the compromise of patient information, resulting in identity theft, fraud, or other malicious
activities. Implementing stringent cybersecurity measures, including intrusion detection
systems, firewalls, and regular security audits, helps minimise the risk of data breaches and
unauthorised data access, but data breaches still occur.

Al technologies for health and wellbeing are not confined to the
3 healthcare setting. Smartwatches and fitness trackers equipped with

Al algorithms can estimate heart rate, heart rate variability, blood
08:36 pressure, sleep patterns and many other factors related to physical
(ONG activity and fitness. In 2021, Jeremiah Fowler, a security researcher
found a database containing data 61 million records generated via
fitness tracking equipment had been left unprotected. Data points in
the leak included people’s names, dates of birth, weight, height, gender and location. Whilst
information about how many steps people take per day might seem low risk, the aspects of
the exposed data picture could be used maliciously to track routines and show when homes
were left unattended, or to target phishing attacks on users of the devices.



https://www.whijournal.com/article/S1049-3867(19)30098-2/fulltext#:%7E:text=Predicted%20probability%20of%20successful%20VBAC,(recurring%20indication%20for%20cesarean).
https://www.websiteplanet.com/blog/gethealth-leak-report/

Privacy - The collection, use, analysis, and sharing of health data
have consistently sparked significant concerns regarding individual
. privacy. The lack of privacy in this context can potentially cause
PUBLIC => harm to an individual in various ways, including future
j'I—_ _ discrimination based on their health status. Additionally, the lack

| of privacy can result in wrongful acts that infringe upon a person's
dignity, particularly when sensitive health data is shared or exposed to others without their
consent or appropriate safeguards in place.

Accuracy — Achieving data accuracy requires careful curation,
validation, and ongoing monitoring to mitigate biases. Striking a
balance between data privacy and utility presents another challenge, as
sensitive health information must be safeguarded while still enabling
meaningful analysis.

Ownership and control - The question of who owns and governs health

data collected by Al systems raises potential conflicts between
@ individuals, healthcare providers, and technology developers. Striking a
Cié balance between patient autonomy, informed consent, and responsible

data stewardship is essential.

OWNERSHIP

Data sharing and interoperability? - Collaborative efforts and data
! sharing among healthcare institutions are essential for training robust
Al models. However, interoperability challenges and varying data
standards across healthcare systems can hinder seamless data
exchange. Addressing these challenges is crucial for fostering effective
collaboration and maximising the potential of Al in healthcare.

It is vital that researchers and reviewers of research are aware of the data-related ethics
issues that may arise in projects using Al technologies in the healthcare domain. Vigilance
about these matters is essential at the initial design stages and throughout projects.

———

2 The term interoperability refers to the ability of different systems, devices, or software to seamlessly exchange
and interpret information, allowing them to work together effectively and efficiently without hindrance. It ensures
that diverse components can communicate, share data, and collaborate in a cohesive manner, fostering
compatibility and synergy across various platforms or technologies.



Reflecting on the broader ethics issues relevant to the use of Al in
healthcare

The protection and promotion of societal values

Societal values are the shared beliefs, principles, and norms that guide the behaviour and
interactions of individuals within a society. These values play a crucial role in shaping the
culture, social cohesion, and overall functioning of a community.

Al clearly has the potential to cause harms to society, as was evident in the case of Cambridge
Analytica when social media data was misused to manipulate the outcome of democratic
elections. Concerns related to accountability/responsibility, patient-healthcare provider
relationship, question of trust, surveillance, etc. in Al are significant and are being studied.
However, in such a rapidly changing field, questions around the continuing evolution and
potential uses of Al in healthcare and their broader impacts upon individuals, communities,
and society in general will remain open.
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https://ieeexplore.ieee.org/abstract/document/8436400
https://ieeexplore.ieee.org/abstract/document/8436400
https://pubmed.ncbi.nlm.nih.gov/32702587/

The use of robots in the delivery of care offers a useful illustration of the complexity of
guestions to be considered about the impact of Al machines for individuals, communities, and
society. James Wright observed the trialling of three types of care robots in a Japanese care
home:

e Hugg, an assistive robot, which was used to lift patients out of bed and reduce the
need for staff to undertake manual lifting.

° Paro, a robotic furry seal, which was used to
provide a form of animal therapy and companionship
for elderly residents.

e Pepper, a humanoid robot, which was used to lead activities such as karaoke or
exercise sessions.

Care robots such as these may seem at first glance to offer attractive solutions to a shortage
of care workers and the growing ‘burden’ of care for elders in countries such as Japan where
thereisincreasing longevity and a falling birth rate. However, Wright’s research indicated that
the Hugg and Pepper robots were soon consigned to a cupboard after staff found that they
created rather than saved labour.

Hugg was cumbersome, difficult to move to patients’ bedsides and required regular
maintenance. Pepper had a limited repertoire of activities, and care workers found that
residents soon became bored, so staff had to participate in the activities to get the residents
to join in. Paro was more successful with residents who enjoyed interacting with it, but it did
not seem of any particular or therapeutic benefit for patients with dementia.

Care staff felt that use of the robots had reduced opportunities for human interactions thus
impacting on the quality of care and putting staff into the position of being ‘assistants’ to the
robots.

11


https://www.technologyreview.com/2023/01/09/1065135/japan-automating-eldercare-robots/
https://www.technologyreview.com/2023/01/09/1065135/japan-automating-eldercare-robots/

The introduction of care robots into healthcare settings raises complex ethical and societal
issues which extend beyond the concerns of dehumanisation of care, impact on staff morale,
confusion of roles, and waste of resources highlighted by this case. Consideration also needs
to be given to other values and principles including but not limited to: autonomy, moral
agency, trust and reliability. The ethics of healthcare robotics sets out the need for a dialogic
and collaborative approach to embed ethics throughout such projects, ensuring a responsible
approach to research and innovation in this developing field.

’iﬁ-, 'W‘_ m
| B0 ‘\\V

The environmental impacts of Al in healthcare are a growing concern. While Al can improve
efficiency, its computational demands contribute to significant energy consumption. Training
complex algorithms, particularly in deep learning, requires substantial computational
resources, leading to an increasing carbon footprint. Addressing these concerns is crucial for

12


https://www.sciencedirect.com/science/article/pii/S0921889016305292?pes=vor

sustainable healthcare practices, prompting the need for energy-efficient algorithms and
ethical considerations that balance technological advancements with environmental
responsibility. Minimising the ecological footprint of Al in healthcare is essential for a
sustainable and ethical integration into medical practices.

Further societal concerns activity

As Al continues to reshape the healthcare landscape, it brings about
a myriad of societal and ethical considerations. Please read the
following scenarios and decide whether they are most relevant to:

e Public trust and perception,
e Job displacement and economic impact, or
e Healthcare disparities and ensuring fair access to services.

You can check your answers on page 20.

1. Al technologies are predominantly deployed in affluent urban areas, exacerbating
healthcare disparities for rural and underserved populations.

2. A news report highlights a case where an Al diagnostic tool failed to detect a
serious illness, leading to concerns among the public about the reliability of Al in
healthcare.

3. The cost of implementing Al in healthcare creates a financial barrier, limiting

access to cutting-edge medical technologies for certain demographic groups.

4, A hospital implements Al-driven automation, leading to the reduction of
administrative staff, raising concerns about job displacement.

5. The government invests in Al technology for healthcare, creating new job
opportunities in Al development but potentially leaving some traditional

healthcare roles obsolete.

6. Healthcare professionals express scepticism about Al algorithms, leading to
resistance in adopting these technologies within medical institutions.

13



Feedback
It is crucial to approach the potentially transformative integration of Al in healthcare with an

awareness of possible disruptions to society such as the public’s trust in services, the impact
on healthcare jobs, and disparities in access to services. Collaborative efforts are needed to
maximise the benefits of Al technologies while minimising potential risks and pitfalls to ensure
the enhancement of healthcare without unduly compromising societal values.

Guidelines and regulations for the use of Al in healthcare
2 A8

EONSZ Z@iéf

RULES STANDARDS POLICIES REQUIREMENTS REGULATIONS TRANSPARENCY LAaw

It is vital that students, researchers and research ethics reviewers involved with research
using and/or developing Al technologies in the healthcare domain to be aware of relevant
guidelines and regulations that apply to their projects.

The WHQ’s Ethics and governance of artificial intelligence for
health calls for the embedding of ethics and human rights at the
heart of Al design, deployment, and use. Chapter 4 provides an
overview of laws, policies, and principles that apply to the use
of Al'in healthcare. Chapter 5 proposes six key ethical principles
which can serve as useful reminders to students, researchers
and research ethics reviewers of research involving Al in
healthcare:

Protect autonomy.

Promote human wellbeing, human safety and the public interest.
Ensure transparency, explainability, and intelligibility.

Foster responsibility and accountability.

1.
2.
3.
4.
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https://www.who.int/publications/i/item/9789240029200
https://www.who.int/publications/i/item/9789240029200

5. Ensure inclusiveness and equity.
6. Promote artificial intelligence that is responsive and sustainable.

The EU’s Ethics guidelines for trustworthy Al recognises the potential of unintentional harms

arising from the use of Al and lists three main components for trustworthy Al throughout the
entire life cycle of the system:

1) it should be lawful, complying with all applicable laws and regulations
2) it should be ethical, ensuring adherence to ethical principles and values

3) it should be robust, both from a technical and social perspective

The guidelines state that ‘each component in itself is necessary but not sufficient for the
achievement of Trustworthy Al. Ideally, all three components work in harmony and overlap
in their operation. If, in practice, tensions arise between these components, society should
endeavour to align them’.

Chapter 8 of the ethics issues table in the EU ethics appraisal scheme is of particular
importance in Horizon Europe as it specifically addresses research ethical aspects of Al. Other
relevant chapters include chapter 1 on human participants, chapter 4 on personal data and
chapter 10 on the potential misuse of results.

The inclusion of a chapter on Al in Horizon Europe is a recent addition. The EC introduced this
chapter because it identified pressing ethical concerns related to discrimination and bias,
safety and liability, transparency and opaque algorithms, as well as privacy and data
protection. These concerns were deemed highly urgent and thus warranted a dedicated
section within the ethics appraisal scheme.

15


https://op.europa.eu/en/publication-detail/-/publication/d3988569-0434-11ea-8c1f-01aa75ed71a1
https://www.bbmri-eric.eu/wp-content/uploads/The-Ethics-Appraisal-Scheme-_BBMRI-webinar-september-2021_version-for-dessimination.pdf

Unethical applications involving Al are defined as those that risk violating physical or mental
integrity, create addiction, risk damaging social processes and public institutions (e.g. by social
scoring or contributing to misinformation).

Projects must adhere to essential requirements, which encompass (but are not restricted to):

e People must be made aware that they are interacting with an Al system, its abilities
and limitations, risks and benefits.

e Mechanisms for human oversight, transparency and auditability must be ‘built in’ the
Al system.

o Al-systems must be designed to avoid bias in input data and algorithmic design.

e Compliance with data protection and privacy principles, e.g. data minimisation, must
be demonstrated.

It is important to remember that different guidelines and regulations will apply to research
projects in order to comply with the requirements of different institutions, organisations and
geographical locations. Listed here are the current most relevant EU or international
guidelines or standards related to Al in health and healthcare, but you may need to explore
further afield to locate those that apply to different situations.

16



In this module we have reflected on the ethics issues associated with the development and
use of Al in healthcare. We considered the relevance of informed consent, transparency and
explainability for Al in healthcare; data-related ethics issues; broader ethics issues; and
accessed some of the relevant guidelines and regulations. Now you can try the end of module
quiz to see whether your learning from this module addresses the intended learning
outcomes. You can check your answers on page 20.

17



End of module quiz

1. Which of the following best illustrates appropriate attention to the principles of

transparency, and explainability in Al-driven healthcare?

A) A patient receives a prescription from their doctor without being informed that an Al

algorithm was used to determine it.

B) A hospital uses Al to predict patient outcomes but does not disclose the data sources or

methodologies behind the predictions.

C) A healthcare provider explains to a patient how an Al system analysed their medical history

to recommend treatment options, ensuring the patient understands the process.

D) An Al algorithm accurately diagnoses a rare condition, but no-one can explain how it

arrived at the diagnosis.

2. Which ethical concern arises from the utilisation of patient data in Al-driven healthcare

systems?
A) Insufficient data sharing among healthcare providers, hindering Al model training.
B) Unintended consequences of data aggregation, such as the amplification of existing biases.

C) Limited regulatory oversight on the collection and storage of medical data for Al

applications.

D) Over-reliance on anonymised data, compromising patient privacy.

3. What is the primary significance of responsible data stewardship in the context of Al

implementation in healthcare?
A) Ensuring compliance with data protection laws and regulations.

B) Maximising profits for technology developers through data monetisation.

18



C) Expanding access to sensitive patient information for research purposes.

D) Minimising the risk of data breaches and safeguarding patient privacy.

4. Where can bias potentially be introduced into Al systems within healthcare?
A) Only during the initial data collection phase.
B) Primarily during the Al model training process.

C) Solely through the interpretation of Al-generated recommendations by healthcare

professionals.

D) Throughout the entire Al lifecycle, from data collection to deployment and decision-

making.

5. What environmental concern is associated with the utilisation of Al in healthcare?

A) Increased energy consumption due to the increased computational demands of Al system

deployment.
B) Limited access to healthcare services in rural areas.
C) Inequitable distribution of Al technology across different healthcare facilities.

D) Potential breaches of patient confidentiality and data security.

———
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Answers to the quizzes

Informed consent, transparency and explainability quiz
1. B
2. B
3. C

Further societal concerns activity
1. Healthcare disparities and ensuring fair access to services.

2. Public trust and perception
3. Healthcare disparities and ensuring fair access to services.
4. Job displacement and economic impact

5. Job displacement and economic impact

6. Public trust and perception

End of module quiz
1.C

2.B
3.D
4.D

5.A

20



References and further resources

Comité Consultatif National D’Ethique pour les Sciences de la Vie et de la Santé:

Medical Diagnosis and Artificial Intelligence: Ethical Issues. Joint opinion of the CCNE and

CNPEN,
CCNE Opinion 141, CNPEN Opinion 4. November 2022
https://www.ccne-ethique.fr/sites/default/files/2023-05/0pinion%20No.141.pdf

Council of Europe:
Guidelines on artificial intelligence and data protection (2019)

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-
2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches- for-
artificial-intelligence he en.pdf

Deutscher Ethikrat (German Ethics Council):

Opinion: Humans and Machines — Challenges of Artificial Intelligence (2023)

https://www.ethikrat.org/en/publications/publication-

details/?tx_ wwt3shop detail%5Bproduct%5D=168&tx wwt3shop detail%5Baction%5D=ind

ex&tx wwt3shop detail%5Bcontroller%5D=Products&cookielLevel=accept-

all&cHash=4d430bf45ea980ea5f83daad9550ef88 (currently only available in German, an

English translation will be available in due course)

European Commission:
Ethics By Design and Ethics of Use Approaches for Artificial Intelligence (2021)

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-
2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches- for-
artificial-intelligence he en.pdf

Ethics guidelines for trustworthy Al (2019)

https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-
trustworthy-ai

OECD Legal Instruments
Recommendation of the Council on Artificial Intelligence (2019)

https://legalinstruments.oecd.org/en/instruments/oecd-legal-0449

21


https://www.ccne-ethique.fr/sites/default/files/2023-05/Opinion%20No.141.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://www.ethikrat.org/en/publications/publication-details/?tx_wwt3shop_detail%5Bproduct%5D=168&tx_wwt3shop_detail%5Baction%5D=index&tx_wwt3shop_detail%5Bcontroller%5D=Products&cookieLevel=accept-all&cHash=4d430bf45ea980ea5f83daad9550ef88
https://www.ethikrat.org/en/publications/publication-details/?tx_wwt3shop_detail%5Bproduct%5D=168&tx_wwt3shop_detail%5Baction%5D=index&tx_wwt3shop_detail%5Bcontroller%5D=Products&cookieLevel=accept-all&cHash=4d430bf45ea980ea5f83daad9550ef88
https://www.ethikrat.org/en/publications/publication-details/?tx_wwt3shop_detail%5Bproduct%5D=168&tx_wwt3shop_detail%5Baction%5D=index&tx_wwt3shop_detail%5Bcontroller%5D=Products&cookieLevel=accept-all&cHash=4d430bf45ea980ea5f83daad9550ef88
https://www.ethikrat.org/en/publications/publication-details/?tx_wwt3shop_detail%5Bproduct%5D=168&tx_wwt3shop_detail%5Baction%5D=index&tx_wwt3shop_detail%5Bcontroller%5D=Products&cookieLevel=accept-all&cHash=4d430bf45ea980ea5f83daad9550ef88
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-
https://digital-strategy.ec.europa.eu/en/library/ethics-guidelines-trustworthy-ai
https://legalinstruments.oecd.org/en/instruments/oecd-legal-0449

UNESCO:
Recommendations on the Ethics of Artificial Intelligence (2022)

https://unesdoc.unesco.org/ark:/48223/pf0000381137

World Health Organisation:
Ethics and governance of artificial intelligence for health (2021)

https://www.who.int/publications/i/item/9789240029200

Alford A, Rathod N (2022) Al could worsen health inequities for UK’s minority ethnic groups
- new report 22 February 2022 Imperial News. Imperial College London. Available at:
https://www.imperial.ac.uk/news/230413/ai-could-worsen-health-inequities-uks/

Stahl BC, Coeckelbergh M (2016) Ethics of healthcare robotics: Towards responsible
research and innovation. Robotics and Autonomous Systems Volume 86, 2016, Pages 152-
161. Available at:
https://www.sciencedirect.com/science/article/pii/S0921889016305292?pes=vor

Colén-Rodriguez CJ (2023) Shedding Light on Healthcare Algorithmic and Artificial
Intelligence Bias US. Department of Office of Minority Health. Available at:
https://minorityhealth.hhs.gov/news/shedding-light-healthcare-algorithmic-and-artificial-
intelligence-bias

Fowler J (n.d.) Report: Fitness Tracker Data Breach Exposed 61 Million Records and User
Data Online Website Planet. Available at: https://www.websiteplanet.com/blog/gethealth-

leak-report/

Isaak J, Hanna M J(2018) User data privacy: Facebook, Cambridge Analytica, and privacy
protection Computer, 51(8), 56-59. Available at:
https://ieeexplore.ieee.org/abstract/document/8436400

Morley J, Machado CCV, Burr C, Cowls J, Joshi |, Taddeo M, Floridi L. (2020) The ethics of Al
in health care: A mapping review Soc Sci Med. 2020 Sep; 260:113172. doi:
10.1016/j.socscimed.2020.113172. Epub 2020 Jul 15. PMID: 32702587. Available at:
https://pubmed.ncbi.nlm.nih.gov/32702587/

22


https://unesdoc.unesco.org/ark:/48223/pf0000381137
https://www.who.int/publications/i/item/9789240029200
https://www.imperial.ac.uk/news/230413/ai-could-worsen-health-inequities-uks/
https://www.sciencedirect.com/science/article/pii/S0921889016305292?pes=vor
https://minorityhealth.hhs.gov/news/shedding-light-healthcare-algorithmic-and-artificial-intelligence-bias
https://minorityhealth.hhs.gov/news/shedding-light-healthcare-algorithmic-and-artificial-intelligence-bias
https://www.websiteplanet.com/blog/gethealth-leak-report/
https://www.websiteplanet.com/blog/gethealth-leak-report/
https://ieeexplore.ieee.org/abstract/document/8436400
https://pubmed.ncbi.nlm.nih.gov/32702587/

Wright J (2023) Inside Japan’s long experiment in automating elder care January 9 2023 MIT
Technology Review. Available at:

https://www.technologyreview.com/2023/01/09/1065135/japan-automating-eldercare-
robots/

23


https://www.technologyreview.com/2023/01/09/1065135/japan-automating-eldercare-robots/
https://www.technologyreview.com/2023/01/09/1065135/japan-automating-eldercare-robots/

	The aims and learning outcomes
	Aim
	Learning outcomes

	Introduction
	Informed consent, transparency and explainability
	Informed consent, transparency and explainability quiz

	Data-related ethics issues for AI in healthcare
	Reflecting on the broader ethics issues relevant to the use of AI in healthcare
	The protection and promotion of societal values
	The environmental impacts of AI in healthcare

	Further societal concerns activity
	Guidelines and regulations for the use of AI in healthcare
	End of module quiz
	Answers to the quizzes
	Informed consent, transparency and explainability quiz
	Further societal concerns activity
	End of module quiz

	References and further resources

